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~ The MAILING DATE of this communication appears on the cover sheet with the correspondence address- 
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1 308. 

1 . lEI This communication is responsive to the notice of panel decision from Dre-appeal brief review mailed 01 April 2009. 

2. ^ The allowed claim(s) is/are 1.3.4.6-1 1. 13-16. 18-20.22.24 and 25 . 

3. □ Acknowledgment is madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) □ All b) □ Some* c) □ None of the: 

1 . □ Certified copies of the priority documents have been received. 

2. □ Certified copies of the priority documents have been received in Application No. . 

3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

4. □ A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF 

INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient. 

5. □ CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

(a) □ including changes required by the Notice of Draftsperson's Patent Drawing Review ( PTO-948) attached 

1 ) □ hereto or 2) □ to Paper No./Mail Date . 

(b) □ including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the bacl() of 
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 

attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 
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Paper No./Mail Date . 

7. M Examiner's Amendment/Comment 

8. 13 Examiner's Statement of Reasons for Allowance 
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EXAMINER'S AMENDMENT 

1 . As noted in the advisory action mailed 14 November 2008, tine amendment under 
37 CFR 1.116 filed after final rejection on 27 October 2008 has been entered. By this 
amendment, Claim 21 was canceled. No claims were added or amended. Claims 1 , 3, 
4, 6-1 1 , 13-16, 18-20, and 22-24 are currently pending in the present application. 

2. As noted in the notice of panel decision mailed 01 April 2009, in view of the pre- 
appeal brief request for review filed on 10 December 2008, prosecution in the present 
application has been reopened. 

3. An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Brian Hoffman on 03 June 2009. 

4. The application has been amended as follows: 
IN THE CLAIMS: 

Please REPLACE the claims with the following amended listing of claims: 
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(Currently Amended) A computer-implemented method for training a 
intrusion detection system in real time, said method comprising the steps of: 
observing, in real time, commands that are accessing the database during a 

training phase; 

establishing categories responsive to the observed commands; 
grouping the commands into the categories; 

performing a statistical analysis of the categories , the analysis comprising 
determininc whether a predetermined threshold number of categories 
has been exceeded : 
deriving from said commands, in real time, a set of acceptable commands; 
and 

ending the training phase responsive to a determination that the 

predetermined threshold number of categories has been exceeded the 
stat i st i ca l ana l ys i s . 

2. (Canceled) 

3. (Previously Presented) The method of claim 1 wherein the commands are 
SQL commands. 

4. (Previously Presented) The method of claim 1 wherein at least one observed 
command is selected from the group of commands consisting of a query, an add, a 

delete, and a modify. 

5. (Canceled) 

6. (Previously Presented) The method of claim 1 wherein the categories 
comprise at least one category selected from the group of categories consisting of: 

canonicalized commands; 
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dates and times at which commands access the computer code; 

logins of users that issue commands; 

identities of users that issue commands; 

departments of users that issue commands; 

applications that issue commands; 

IP addresses of issuing users; 

frequency of issuing commands by users; 

identities of users accessing a given field within the database; 

times of day that a given user accesses a given field within the database; 

fields accessed by commands; 

combinations of fields accessed by commands; 

tables within the database accessed by commands; and 

combinations of tables within the database accessed by commands. 

7. (Previously Presented) The method of claim 1 wherein: 
the categories comprise canonicalized commands; and 
each category is a command stripped of literal field data. 

8. (Original) The method of claim 1 wherein the observing step comprises at 
least one of: 

real-time auditing; and 
in-line interception. 

9. (Currently Amended) The method of claim 8 wherein the observing step 
comprises real-time auditing; and at least one of the following is used to extract the 
commands for observation: 

an API that accesses the database; 

code injection; 
patching; and 

direct database integration. 
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10. (Currently Amended) The method of claim 8 wherein the observing step 
comprises in-line interception; and at least one of the following is interposed between 
senders of the commands and the database: 

a proxy; 

a firewall; and 

a sniffer. 

11. (Previously Presented) The method of claim 1 wherein: 
during the deriving step, a suspicious activity is tracked; and 
subsequent to the deriving step, the suspicious activity is reported to a 

system administrator. 

12. (Canceled) 

13. (Previously Presented) The method of claim 1 further comprising, 
subsequent to the deriving step, an operational phase in which commands that are 
accessing the database are compared against the set of acceptable commands. 

14. (Previously Presented) The method of claim 13 wherein a command that is 
accessing the database during the operational phase that does not match a command 
in the set of acceptable commands is flagged as suspicious. 

15. (Previously presented) The method of claim 14 wherein, when a command 
is flagged as suspicious, at least one of the following is performed: 

an alert is sent to a system administrator; 

the command is not allowed to access the database; 

the command is allowed to access the database, but the access is limited; 

the command is augmented; 

a sender of the command is investigated. 
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16. (Currently Amended) A computer-readable storage medium containing 
computer program instructions for training a database intrusion detection system in real 
time, said computer program instructions performing the steps of: 

observing, in real time, commands that are accessing the database during a 

training phase; 

establishing categories responsive to the observed commands: 
grouping the commands into the categories; 

performing a statistical analysis of the categories , the analysis comprising 
determining whether a predetermined threshold number of categories 
has been exceeded : 

deriving from said commands, in real time, a set of acceptable commands; 

and 

ending the training phase responsive to a determination that the 

predetermined threshold number of categories has been exceeded the 
stat i st i ca l ana l ys i s . 

17. (Canceled) 

18. (Previously Presented) The computer-readable storage medium of claim 16 
wherein: 

the categories comprise canonicalized commands; and 
each category is a command stripped of literal field data. 

19. (Previously Presented) The computer-readable storage medium of claim 16 
further comprising, subsequent to the deriving step, an operational phase in which 
commands that are accessing the database are compared against the set of acceptable 
commands. 



Application/Control Number: 10/612,198 
Art Unit: 2437 



Page 7 



20. (Currently Amended) A computer-readable storage medium storing 
computer executable program code for training a database intrusion detection system in 
real time, the computer-executable code comprising: 

a training module adapted for observing, in real time, commands that are 
accessing the database during a training phase, establishing 
categories responsive to the observed commands, grouping the 
commands into the categories, performing a statistical analysis of the 
categories to determine whether a predetermined fr e qu e ncy threshold 
number of for e stab li sh i ng th e categories has been exceeded, deriving 
from the commands, in real time, a set of acceptable commands, and 
ending the training phase responsive to a determination that the 
predetermined frequency threshold number has been exceeded; and 

coupled to the set of acceptable commands, a comparison module for 
comparing the commands that access the database during an 
operational phase with the commands in the set of acceptable 
commands. 

21. (Canceled) 

22. (Currently Amended) The method of claim 1 , furth e r compr i s i ng the stop of 
e stabl i sh i ng n e w cat e gor ie s r e sponsiv e to th e obs e rv e d commands, and wherein: 

the statistical analysis further determines whether a predetermined frequency 
threshold for establishing the fiew categories has been exceeded; and 

the training phase ends responsive to a determination that the predetermined 
frequency threshold has been exceeded. 

23. (Canceled) 

24. (Previously Presented) The method of claim 1, further comprising: 
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determining wlietlier a predetermined period of time for tlie training phase 

has elapsed; and 
ending the training phase responsive to a determination that the 

predetermined period of time has elapsed. 

25. (New) The computer-readable storage medium of claim 20, wherein: 

the statistical analysis further determines whether a predetermined frequency 

threshold for establishing the categories has been exceeded; and 
the training phase ends responsive to a determination that the predetermined 

frequency threshold has been exceeded. 



Application/Control Number: 10/612,198 
Art Unit: 2437 



Page 9 



Allowable Subject Matter 

5. Claims 1 , 3, 4, 6-1 1 , 1 3-1 6, 1 8-20, 22, 24, and 25 are allowed. 

6. The following is an examiner's statement of reasons for allowance: 
Independent Claims 1,16, and 20 are directed to computer implemented 

methods for real time training of a database intrusion detection system or software 
implementations thereof. Each independent claim includes, during a training phase, 
observing commands accessing the database in real time, establishing categories 
based on the observed commands and grouping the commands into the established 
categories, and deriving a set of acceptable commands from the observed and grouped 
commands. Each independent claim further includes ending the training phase based 
on a determination that a predetermined threshold number of categories has been 
established. The closest cited prior art, Ramarao and Gruper, disclosed methods in 
which an intrusion detection system derives a set of acceptable commands and groups 
the commands into categories, such as by generalizing the commands into forms 
corresponding to the claimed "canonicalized" commands. The cited prior art further 
discloses systems having a real time learning mode in which commands are observed 
and where the training phase is ended responsive to a statistical analysis. Additional 
cited art, Yeager, discloses ending a training phase in response to reaching a threshold 
frequency of learning new patterns, i.e. categories, and Applicant admitted prior art 
further suggests that the principles of intrusion detection systems can be applied to 
detecting intrusions in databases. However, none of the cited prior art teaches or 
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suggests, alone or in combination, tliat a tliresliolcl number of new categories is used as 
the condition for ending the real time training phase for an intrusion detection system. 
Therefore, the claims are allowable over the cited prior art. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the Issue fee and, to avoid processing delays, should preferably 
accompany the Issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 



Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571)272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571 ) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ZAD/ 

Examiner, Art Unit 2437 



/Emmanuel L. Moise/ 
Supervisory Patent Examiner, Art 
Unit 2437 



